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HomuHauwna: T PELUEHWE [0J14 BAHKOB



LindopoBasa NHPpaACTpyKTypa —
OOWVH N3 K/IIoYEeBbIX UICTOYHNKOB YA3BMMOCTI

015 6nu3Heca

B 2025 roay PyueHTp n «Knéepoom» npoBenmn nepBoe KOMIMIEKCHOE CccrefoBaHe 6e30nacHoOCT JOMEHHON
NHOPaCTPYKTYPbI B3Heca. Pe3ynbTaTbl NOKa3ani: ypoBeHb 3aWuTbl AOMEHHbIX UMEH He0CTaToueH

37/7%

KomnaHunm ctankmnsBanunchb
C NHUMAEHTamMn C
OoMeHaMu 3a nocnegHni
ron

60%

IHUWMOEeHTOB NpuBeEnn
K HEOOCTYMHOCTW OHanNH-
CepBNCOB

427

Ha3Banu B Ka4ecTBe
NCTOYHNKOB NHLINOEHTOB
OLLUNBKIN COTPYAHWKOB

327%

nomeHoB 13 Ton-5000
POCCUNCKNX CaTOB

MO NHOEKCY NOME3HOCTY
SlHoekca 3aperncTpunpoBaHbl
Ha YacCTHble Nnua


https://www.nic.ru/info/blog/rucenter-i-kiberdom-issledovanie

BHellHWne yrpo3sbl

[lomeHbl topauy noa npuuenom:
B MHPopmaumoHHoun cucteme WHOIS Ha pomeHbl

KOMMaHU NnpuxoanTtca /7% Bcex obpalleHnii K CUCTEME.

[1pn aTOM aHanus IP, oT KOTOPbIX NCXOOAT 3anpPOCH,
NoKa3blBaEeT BbICOKYIO 000 aHOHNMU3NPOBaHHbBIX NN
CBS3aHHbIX C KMb6eprpynnmpoBKamMmm NMCTOYHIKOB.

BpeHAo0BbIN PULLINHT :
MOLLEHHWKI MaCcCOBO CO30al0T AOMEHbI-UMNTATOPbI
N3BECTHbIX 6PEeHO0B.

B 2024 rogy no gaHHbIM «[JOMEHHOro natpynis»
B 30HaX .ru 1 .pd 6bi10 3a6nokmnpoBaHo /375
OULLINHIOBbIX CTPaHWL, KOTOPbIE UMUTUPOBaNN
pecypcbl CoepbaHka, 2066 nogaenbHbIX
nomveHoB Anbda-6aHka 1 535 — BTb

buaHecy HyXeH CcTpaTernyeckni napTHep ang 3anTbl UNPPOBbIX akTNBOB



PyLeHTp MeHsaeT noaxoabl K yrpaBieHNo akTuBamMmm

[TpemumnanbHbIn popmarT. 370+ KNMeHTOB, 14+ TbIC. 3aNPOCOB BbIMOMHUAN
3anyLueH B Hosibpe 2024 roga N3 HUX 13 — 6aHKK NHOVBYOYanbHble MeHeoXepbl

AyounT 1 KOHconmgaums noproend . :
O3MOXHOCTb aHOHNMHOW MOKY MKW . .
y KOM®OPTHbIN NAaTeEXHbIN

OMEHHOIo NMEHN
Moné A KaneHgapb 1 nocronsaTa
o0o00p AOMEHOB NnoL roTOBSLLMECSH 3aMyCKW (L

1 BOMEHHbIN BPOKEP ®



[Tpemunym-pelueHne g 6aHKoB

1. SawmieHHass AOMeHHasa UHPpaCTPYKTypa

v' EguHoe ynpaBneHne goMeHHbIM noptdenem 6aHKa
N ero JOYEepPHNX CTPYKTYP

v’ 3almTa oT KnbepaTtak 1 nepexsaTa AOMEHOB

v" MOHUTOPWHI N 6TIOKNPOBKa MMNTATOPOB

2. CooTBeTCTBME TPeboBaHUAM perynaTopoB

v' XOCTUHI C MoATBepPXaeHHbIMI Knaccamu
awmeHHocTn K1-K3
v' OteyecTtBeHHble SSL/TLS-cepTtudunkatbl no FOCT
v JlnueHsumn CB Ha kpuntorpadpuio n PCTIK
Ha Tex3aLunTy

3. NMepcoHanbHoOe conpoBOXAEHMUE

v BbloeneHHbln MeHeaxXep

v' EQMHag Touka OTBETCTBEHHOCTW 019 BCEeX
OHMaNH-aKTNBOB 6aHKa

v' KpyrnocyTOYHbIN YCUNEHHbIN KOHTPOMb KPUTUYECKIX
onepauunmn

4. be3onacHoe ynpaB/ieHue AOCTYNOM

v' Cepsuc «MynbTnoocTyn» ¢ pasrpaHnyeHnem npas o4
Pa3HbIX KaTeropunn CoOTPYOaHNKOB

v' HeckonbKo cTeneHen 3aLnTbl KIloYeBbIX onepaLmia

v [loppobHaga prkcaumnsa 0encTBni ¢ ooOMeHaMu
n SSL-cepTndunkatamm rno Kaxgomy coTpyaHunky



MynbToocTyn

PoneBown gocTtyn K yrnpaBneHunto
ycnyrammu

BO3MOXHOCTb orpaHnyeHnd
[0OCTyNa K KpUTUYHbIM orepaLngm

Bo3MO)XXHOCTb 6e30MnacHOro
0OCTyNa ong noapsaoyunkoB

[leTanbHaga nctopus BCcex
onepaunmn B IM4YHOM KabnHeTe

[0 100 ponen

Cepbe3HOoe MoBbILLEHNE
6e30MacHOCTIN akKayHTa

[MbKMe HacTponKK Npas
N YPOBHEWN AOCTYyNa

[TonHbIN KOHTPOSb Ha, BCEMM
ornepaungamMm 1 CoTpyoHnKamm




HanBuayanbHbIN
MeHepXep

[enernpoBaHne pyTUHHbIX OnepaLLnm
MeHeoXepy 6e3 0ONONHNTENbHbIX
noaTBePXaeHNI

OnpepnenexHne npas 1 30H
OTBETCTBEHHOCTW

[loniHasg Npo3payYHOCTb
COBEpLUaeMbIX OENCTBUN
N yoobCTBO yrpaBieHNs




Pe3ynbraThl

KoHconngaums 0oOMeHHbIX NopTdenen
KpYyMHenLwmnx 6aHKoB

3allTa OHNanH-aKkTMBOB OT
Knbepyrpos yroHa n uMmtaumnn

ObecneyeHne becnepebonHom paboThl
OHJTaH-KaHanoB 06CyXBaHNS




PyueHTp — KpynHenwmninn B Poccum KkoprnopaTUBHbIN
perncTpaTtop AOMeEHHbIX UMeH

CospnaH B 2000 roagy Ha 6a3e BHeceH B peecTp npoBanaeposB UneH KoMmunTeTa perncTpaTopos,
PocHNPOC XocTuHra Poccunckon ®epepauimm pabounx rpynn KL, .RU/.P® n ICANN
BkntoueH B cnncok EOVHCTBEHHbIN XOCTUHI- OTBETCTBEHHOCTb 3aCTpaxoBaHa Ha
CUCTEMOODBPA3YIOLLINIX OPraHN3aLINI npoBangep, UHTErpnpoBaHHbIN. 0.5 mnpg pybnen

POCCNNCKOWN 3KOHOMIKI B chepe ONs naeHTnduKaumm enannL

NHPOPMALMNOHHbIX TEXHOSTOMNU c ECUA (Tocycnyrn)
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